Crype&Co
' One

Cyber: Resilience and
Security

3 May 2023




Overview of the session

©  The catalyst

Overview of key events in data and privacy
Emerging cyber incident trends and patterns

©  Changing regulatory & claims environment

Recent legislative changes
A new privacy framework
Shift in public awareness

O  What'’s on the horizon

Further changes that can be expected
Key takeaways for organisations in 2023

O Questions

CivoesCo

One







CivoesCo

One

Overview of key events in data and privacy
as from May 2022 Increased

community
awareness
N around cyber
_____________________________________________ PN risks

| y’ Increasingly
Lo active
regulator
Rapid
Legislative changes government
Leading private to the Privacy Act action in
SOCI reporting health insurer significantly response to
comes into experiences increasing public
effect cyber incident penalties sentiment

' July 2022 ' October 2022 ' December 2022 ' Ongoing
' May 2022 ' September 2022 ' November ' February 2023
2022

New Largest Australian

Australian ° NSW passes Government
ustra cyber mandatory -

government incident in publicises

notification of

. Attorney-General’s
angounced Australian data breaches Privacy Z‘xct Review
and history scheme for Report
appomntment hits major public sector .
of new telco

S agencies
Minister for &

Cyber Security




Emerging cyber incident trends and patterns

Incidents from
Dec 2022 to Feb
2023, compared
to the previous
three months.

Unauthorised access 2%

Physical loss
2%
Data loss

2% Misdirected funds
10%

Third party system

Business email compromise

Inadvertent disclosure

10% 5%

24%

Ransomware
45%

Incidents by sector
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Sector

% of breaches

Financial Services / Institutions
Healthcare

Technology

Entertainment / Recreation /
Media

Professional Services
Real Estate
Construction

Public Entity
Manufacturing
Retail / Hospitality
Education

Transportation / Logistics

Non-profit

10% (V5%)
21% (A2%)
5% (A0%)

2% (W7%)

12% (A2%)
10% (A4%)
10% (A0%)
2% (W2%)
% (A4%)
% (W6%)
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%)

(¢}

7% (A3
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Emerging cyber incident trends and patterns

Increased reporting to the OAIC

Malicious or Human error 497 breaches
criminal attack reported from
July — Dec
. 2022, a 26%
ﬁ increase
X
3 5 0 1 2 3 Fast tracked
laws
A v increasing
OAIC’s
Up 41% from 249 Down 5% from 129 mandate and
enforcement
powers

Source: OAIC July — December 2022 NDB Report




Changing regulatory &
claims environment
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A new privacy framework

Amendments to the Privacy Act

Increased
fine
(greater
® than the
GDPR)

25 x current
maximum
penalty

Increased
extraterritorial
reach

Extending the reach
of the APPs to all
organisations that
‘carry on business
in Australia’,
whether or not they
collect personal
information directly
from individuals in
Australia

Increased
regulatory power

New and greater power
for the OAIC to share /
gather information
about data breaches
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A new privacy framework
Attorney-General’s Privacy Act Review Report

Key proposals that will have the most significant impact

Removal of small business exemption (change would bring over 2 million
business within the scope of the Privacy Act)

Broadening ‘personal information’ definition to capture wider set of information
collected by businesses

Changes to the Notifiable Data Breaches Scheme (reduced timeframe for reporting,

stricter notification requirements, further expansion of regulatory and enforcement
pOwWers)
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Shift in public awareness around cyber risks

Increased government pressure to intervene

Australian Government
pushing for a whole-of-
nation effort
strengthen the cyber
security sector and
make Australia the
most cyber secure
nation by 2030

Australian Government
pushing for a whole-of-
nation effort
strengthen the cyber
security sector and
make Australia the
most cyber secure

nation by 2030

Strengthening
privacy
protections on a
federal and
state level




What does this mean
moving forward?
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Further changes we expect

A Increasingly active regulator

D Further revision of Australian privacy laws

?W Clear push to re-align Australian privacy law with the GDPR

:zz Expansion of governmental power to intervene
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Key takeaways for organisations

' Implement safeguards

Stronger incident response plans

Government, community and industry working together

O Proactive engagement with the new privacy framework




Questions
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